MHO®OPMALMOHHAA NAMATKA

C KaXxabIM roaoM MOJIOAEXM B MHTEPHETE CTAaHOBUTLCA 60Nblle, a WKOMbHUKM OAHW U3 CaMbIX
aKTUBHbIX Nosib3oBaTenen PyHeta. Mexay TeM, MOMUMO OrPOMHOIO KONTMYECTBA BO3MOXHOCTEWN,
WHTEPHET HeceT M npobnembl. ITa NaMaTKa AO/HKHA NoMoub Tebe 6e30macHO HaxoaAuTbCS B
ceTu.

KomnbloTepHble BUPYCbI

KOMNblOTEPHbIN BUPYC - 3TO pPa3sHOBMAHOCTb KOMMbIOTEPHbLIX MNPOrpamMm, OT/INYUTENbHOM
0COH6EHHOCTbID KOTOpPON SABNAETCA CNOCOO6HOCTb K pa3MHOXeHu. B pgononHeHune K 3TOMy,
BUPYCbl MOTyT MOBPEAUTb MW NOJSIHOCTBIO YHUUTOXUTb BCe daisibl U AaHHble, NOAKOHTPOJIbHbIE
nonb3oBaTento, OT MMEHW KOTOoporo Obiia 3anyweHa 3apaXeHHas nporpaMma, a Takxe
NnoBpeauUTb WUAN [aXe YHUUTOXWUTb OMepauMOHHYH CUCTeMYy CO Bcemu dannamm B uenom. B
60MbLINHCTBE C/ly4aeB pacnpoCTPaHSATCS BUPYCbl Yepe3 UHTEPHET.

MeToAbl 3aWnTbl OT BPEAOHOCHbIX NMPOrpamMMm:

1. Nicnonb3yl coBpeMeHHble OnepaunoHHbIE CUCTEMbI, MMEKLWME Cepbe3Hbl YPOBEHb 3aLUUTbI
OT BPEAOHOCHbIX NpOrpaMm;

2. TloCTOS\HHO ycTaHaenamBak navytm (umdposble 3annaTkM, KOTOpble aBTOMAaTU4YeCKu
yCTaHaBIMBalOTCA C Uenbld  AopaboTkM nporpammbl) WM Apyrme O6HOBNEHUS  CBOEW
onepaumoHHoOn cuctembl. CKaumBam nx ToNbKo € oduumanbHoro canrta paspabotumka OC. Ecnu
CYLLEeCTBYeT pexuM aBTOMaTM4Yeckoro o6HOBIEHNS, BKIIKOUM €ro;

3. Pabotain Ha cBoeM KOMMNblOTEPE MOA NpaBaMu MONb30BaTeNs, a He agMMHUCTpaTopa. OTO He
NO3BONUT HONbLWNHCTBY BPEAOHOCHbIX MPOrpaMM MHCTaNIMPOBATbCS HA TBOEM MepCOHasIbHOM
KOMMNblOTEpeE;

4. Wcnonb3yh aHTUMBUPYCHblE TMpPOrpaMMHble MPOAYKTbl W3BECTHbIX MpousBoauTenen, cC
aBTOMaTnyecknm obHoBneHnem 6as;

5. OrpaHuyb dum3nMyeckuin 40CTYyN K KOMMbIOTEPY ANS NOCTOPOHHUX NUL;

6. WNcnonb3yi BHeEWHWE HOCUTENU MUHGOpMauuMK, Takme Kak dnewka, AUCK wuam dann us
WHTEpHETa, TONIbKO U3 NPOBEPEHHbIX NCTOYHUKOB;

7. He oTkpbiBah KOMMbloTEPHble Pannbl, MNOAYyYEeHHble U3 HEHaAEeXHbIX UCTOYHMKOB. [axe Te
dannbl, KOTOpble NpUcaan TBON 3HAKOMbIN. Jly4ylle yTOUYHM Yy HEero, oTNpasasan in oH Tebe mx.

Cetn WI-FI

Wi-Fi - 3TO He BMA nepepaydn AaHHbIX, HE TEXHOJIOMNs, a BCero nuwb 6peHa, Mapka. Ewe B
1991 roay HuaepnaHackas KoMNaHusa 3apeructpupoana 6pena "WECA", uto obo3Hauano
cnosoco4eTaHune "Wireless Fidelity", koTopbIt nepeBoanTCA Kak "6ecnpoBogHas TOYHOCTb".

[lo Hawero BpeMeHu Aowna apyras abbpesumaTtypa, KoTopas SABNSETCSH TaKOM Xe TeXHONornen.
10 abbpeBunatypa "Wi-Fi". Takoe Ha3BaHume 6bIJI0O AaHO C HAaMEKOM Ha CTaHAapT BbICLUEN
3BYKOBOWM TexHUKK Hi-Fi, 4To B nepeBoae 03HavaeT "BblCOKas TOYHOCTbL".

da, 6ecnnaTHbIl WHTEpPHET-AOCTYNn B Kade, OoTensax W asponopTax SHABMASETCS OTJIMYHOM
BO3MOXHOCTbIO BbiX0A4a B MHTEPHET. HO MHOrMe 3aKcnepTbl CYMTAKOT, YTO obwenoctynHblie Wi-Fi
CeTn He aBnsTca 6e30nacHbIMU.

CoBeTbl Mo 6e3onacHocTn paboTel B 0bwenoctynHbix cetax Wi-fi:



1. He nepepaBali CBOO NU4YHYI0 MHGoOpMaumio yepe3 obuenoctynHbie Wi-Fi cetu. Pabortas B
HUX, XXenaTesbHO HE BBOAUTb NMApPOSIN AOCTYyNa, JIOTMHbI U KaKMe-ToO HOMepa;

2. Wcnonb3yih u o06HOBNAM aHTUBUPYCHble nporpamMmbl M 6paHamayep. Tem caMbiM Tbl
obe3onacuilb cebs OT 3aKauykm BUpyca Ha TBOE YCTPOICTBO;

3. Mpu uncnonb3oBaHum Wi-Fi otkaoum dyHkumio "O6wuin aoctyn k dannam nm npuHTEpam”.
JaHHas dyHKUMS 3akpbiTa NO YMOSIYAHUIO, O4HAKO HEKOTOpble MoJsib30BaTeNn akTUBUPYIOT ee
Ans yanobcrea MCnonb3oBaHus B pabote nnm yuebe;

4. He ncnonb3yn nybnuuHbii WI-FI ans nepeaaum nNuM4YHbIX AaHHbIX, HanpuMep 4SS Bbixoda B
counanbHblie CETU UM B SNIEKTPOHHYIO MOYTY;

5. Vcnonb3yn TONbKO 3alMiuleHHOe coeamHeHune 4yepe3d HTTPS, a He HTTP, T.e. npu Habope
Beb-aapeca BBoAM UMeHHO "https://";

6. B mobunbHoM TenedoHe oTkntoum dyHkumio "lMoaknioueHne k Wi-Fi aBTomaTnyeckn". He
AOnyCcKai aBTOMaTMYEeCKOro Nogkatyerms ycTtponctea k cetam Wi-Fi 6e3 TBoero cornacwus.

CouumanbHble ceTu

CoumanbHble CETU aKTUBHO BXOAAT B HaAlWly >XW3Hb, MHOrMe noan paboTaloT M XMBYT TaM
NOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MunaMapa 4YenoBek, 4YTO SBNSIETCS OAHOWM
cegbMON BCEX XUTenen nnaHeTbl. MHOrme nosib3oBaTenanM He MOHWMMAlT, 4YTO MHpopMauus,
pa3sMelleHHas MMM B COLMAbHbIX CETSX, MOXET ObiTb HalAeHa M UCMosib30BaHa KEM yrogHo, B
TOM ymncsie He obs3aTenibHO € 61arMMm HaMepeHUsIMU.

OcHoBHble coBeTbl N0 6€30MacHOCTN B COLMANbHbIX CETAX:

1. OrpaHnub cnncok apysen. Y 1ebs B Apy3bsiX He AO/MKHO ObITb C/yYaMHbIX U HE3HAKOMbIX
nonen;

2. 3awmwan CBOK YacTHYK XW3Hb. He ykasbiBar naponu, TenedoHbl, agpeca, AaTy TBOero
POXAEHUS U APYFYH JINYHYKO WHPOPMAUMIO. 3N0YMbIWIEHHUKNW MOryT WCMNOMb30BaTb Aaxe
MH(OPMaLMIO 0 TOM, KaK Tbl U TBOW POAUTENN NNAHUPYETE NPOBECTU KaHUKYIIbI;

3. 3awuman ceoo penyTauuio - AepXK ee B YUCTOTe M 3adaBan cebe sonpoc: xorten 6bl Thl,
ytobbl Apyrne nosb3oBaTenn BMAENW, YTO Tbl 3arpyxaewsb? [logyman, npexage 4em 4YTo-TO
onybnmkoBaTb, HaNUCaTb M 3arpy3unTb;

4. Ecnn Tbl roBopuvb C NOABMU, KOTOPbIX HE 3HaelWb, HE UCMNOMb3yM CBOE peanbHOe UMSA U
OPYTYHO NIMYHYO MHPOPMALNK: UMS, MECTO XUTeNbCTBa, MECTO yyebbl 1 npodee;

5. N3b6eran pasmewenHusa dotorpadmini B NHTepHeTe, roe Tbl M306paxeH Ha MECTHOCTW, Mo
KOTOPOM MOXHO OnpeaesinTb TBOE MECTOMOJIOXKEHUNE;

6. lNpun perucrpaumm B CcouMaNbHOM CeTU HeobXoaMMO MCMNOoSIb30BaTb C/IOXHbIE Maposu,
cocrosilyme n3s 6yks n umdp N C KOIMYECTBOM 3HAKOB HE MeHee 8;

7. Ons coumanbHOM CeTU, NOYTbl U APYINX CalnToOB HEO6XOAMMO MUCMONb30BaTb pa3Hble Napoau.
Toraa ecnn Tebs B3NOMatoT, TO 3/10YMbIWIEHHUKM NONy4YaT AOCTYMN TONbKO K O4HOMY MecCTy, a
He BO BCe Cpas3y.

OnNeKTPOHHbIe AeHbIN

DNEeKTPOHHbIE AEeHbIM - 3TO O4YeHb YyAOOHbIM CNocob nnaTexen, OAHAKO CYLWECTBYHOT
MOLUEHHWUKMN, KOTOPbIE XOTAT NOSYUYUTb 3TU AEHbIU.

DNEeKTPOHHbIE [EHbIM MNOABUINCL COBCEM HEAABHO U WMMEHHO WM3-3a 3TOM0 BO MHOMMUX
rocyfapcTBax Ao CMX MNOp He NPOMNMCaHOo MPo HUX B 3aKOHax.



B Poccuun xe oHU DYHKUMOHUPYIOT U O HUX YXKe MPOMMCAaHO B 3aKOHe, rae uxX pasfendaiT Ha
HEeCKOJIbKO BMAOB - @HOHWUMHbIE U HE @aHOHMMHble. Pa3HMUa B TOM, YTO @HOHWUMHbIE - 3TO Te, B
KOTOpbIX pa3peliaeTcsas npoBoAUTb onepaumn 6e3 umaeHTuduKkaumm nonb3oBatens, a B
HEeaHOHMMHbIX naeHTUdMKaLKNS Nofb3oBaTens asnseTcs oba3aTenbHON.

Takxe criefqyeT pa3inyaTtb d/1eKTPOHHbIE PUaTHbIe AeHbru (paBHbl FOCYAapPCTBEHHbLIM BantoTaM)
N 3N1EKTPOHHbIe HedunaTHble AeHbIMM (He paBHbl FOCYAAapCTBEHHbBIM BantoTaM).

OcHoBHbIe coBeThbl N0 6e3onacHo paboTe C 3N1EKTPOHHbLIMU AEHbramMu:

1. MpuBsaxn K cyeTy MObuMNbHbIN TenedoH. DTO cambl yaobHbIM M 6bICTPbIN  CNOCO6
BOCCTAHOBUTb A0OCTYyNn K cyeTy. [lpumBaA3aHHbIM TenedoH MNOMOXeT, ecnu 3abyaelb CBOM
nAaTeXHbIM Napofib UK 3aniellb Ha CauT C HE3HAKOMOro YCTPOMCTBA;

2. Vicnonb3yn ogHopa3oBble naponun. locne nepexona Ha YCUEHHYIO aBTopu3aumio Tebe yxe
He BydeT yrpoXaTb ONaCHOCTb KPaXXW UAKW rnepexsaTta njaTeXxXHoro napons;

3. Bbibepn cnoxHblh naponb. lpecTtynHukam 6yaeT He NpoCTO yragaTb C/IOXHbIM Maposb.
HagexHble naponu - 3To Maponu, KOTOpble coaep)XaT He MeHee 8 3HAKOB M BKJOYaloT B cebs
CTPOYHbIe M MPONUCHble B6YKBbl, UNDPbI M HECKOSIbKO CMMBOJSIOB, TakuMe KakK 3HaK Aosniapa,
dyHTa, BOCKIMLATENbHbIA 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOM NIMYHbIE AAaHHbIE HA CalTaX, KOTOPbIM He AOBepseLlb.

OneKTpoOHHas no4rta

DNeKTpOHHas noyTa - 3TO TEXHONOrMsA W npenocTaBNseMble el YCIyrm no nepecblike wu
NONTYYEHMIO 3SNEKTPOHHbIX COO6LIEHWI, KOTOpble pacnpenenstoTcs B KOMMNbIOTEPHOW CeTw.
06bIuHO 3NEeKTPOHHbIN MOYTOBbIN AWK BbIrNAANT cnenyowmm obpaszom:
UMSA_Nonb3oBatena@uMs_aAoMeHa. TakXe KpoMe nepedadn MpocTtoro TekCcTa, WuMeeTcs
BO3MOXHOCTb NMepeaasaTb (ansbl.

OcHoBHble coBeTbl N0 6e3onacHol paboTe C 3NEKTPOHHON NMOYTON:

1. Hapo BbibpaTb NpaBuibHbIA MOYTOBbLIA CepBUC. B WHTEpHETe eCTb OrpoMHbIA BbI6Op
6ecnnaTtHbIX NOYTOBbLIX CEPBMCOB, OAHAKO Ny4yle A0BEpATb TeM, KOro 3Haellb W KTO NepBbii B
PENTUHTE;

2. He ykasbiBalhi B JIMYHOM NOYTE NMYHYHO WHpopmaumio. Hanpumep, nydwe BbibpaTb
"My3blKanbHbIn_paHaT@" nnum "pok2013" BMecTo "Temal3";

3. WUcnonb3yn aByxaTanHyt aBTOpM3auutio. DTO KOrga MOMMMO Mapons HYXXHO BBOAMTb KOA,
npuceliaemMsin no SMS;

4. Bbibepun CnoXHbIM nNaponb. ONa KaAoro noyTtoBOro swmka A0/KeH 6biTb CBOM HaAEXHbIN,
YCTONUMBbIN K B3/IOMY Naponb;

5. EcnM ecTb BO3MOXHOCTb HamucaTb CaMOMy CBOW JINYHbIX BOMPOC, WCMNONb3YyW 3Ty
BO3MOXHOCTb;

6. Icnonb3yn HECKONbKO MOYTOBbLIX SALWMKOB. [epBbli ANs YaCTHOM Nepernnckyn C agpecatamu,
KOTOPbIM Tbl AOBeEpsellb. DTO 3/1EKTPOHHbIA aapec He HaAo MCMOoJb30BaTb NMPU perncTpauum Ha
dopymax u cantax;

7. He oTkpbiBan dalinbl U apyrve BNOXEHUS B NUCbMax, AaXXe €C/iM OHW MpUWAM OT TBOMUX
Apy3en. Jlydwe yTOYHM Y HUX, OTNpaBasnm nm oHu tebe 3t dannsi;

8. MNocne okoH4YaHus paboTbl Ha MOYTOBOM CepBUCE Mepes 3aKpbiTUeM BKIAAKW C CaUuTOM He
3abyab HaxkxaTb Ha "Bbintn".

Kn6epOoynnuHr unu BupTtyansHoe usgeBartenbCTBO



KnbepbynnunHr - npecnepgoBaHue coobweHnamu, copepxawnmm ockopbneHusa, arpeccuio,
3anyrvBaHue; XyJMraHcTBO; coumanbHoe 60MKOTUPOBaHME C MOMOLLBbID PasfiIMYHbIX MHTEPHET-
CEepBUCOB.

OcHoBHbIe coBeThbl N0 6opbbe ¢ KNH6epObyNANHIOM:

1. He 6pocaiicsa B 60i. Jlyuwmnn cnocob: nocoBeToBaTbCs Kak cebsi BECTU M, €C/IN HET TOro, K
KOMY MOXHO o06paTuTbCs, TO BHadane ycrnokoutbcss. Ecnnm Tbhl HadHewb oTBeYaTb
0CKOp6/1eHMsAMN Ha ockopbneHusl, TO TONbKO elle 6onblue pasoxxelwb KOHMANKT;

2. YnpaBnsn ceBoen knbeppenyTtaumnen;

3. AHOHMMHOCTb B ceTu MHUMada. CywecTBYHT Cnocobbl BbIACHUTb, KTO CTOUT 3@ @HOHWUMHbIM
aKKayHTOM;

4. He CTOUT BECTU XYNUraHCKui obpa3 BUPTYanbHOW XW3HW. VIHTepHET (UKCUPYET BCE TBOWU
OENCTBUSA N COXPAHSET UX. YOanuTb nx 6yaet KkpanHe 3aTpyaHUTENBbHO;

5. Cobntogan cBoo BUpPTYyalbHYIO YeCTb CMOI0AY;

6. WrHopupyi eaouHudHbIW HeratmB. OaHopa3oBble OCKOpbUTenbHblE COOOLIEHUS nydlle
nrHopuposaTtb. O6bI4HO arpeccus npekpawaeTcs Ha HayYanbHOW CTaauu;

7. baH arpeccopa. B nporpammax obmMeHa MrHOBEHHbIMW COOB6LLEHNAMU, B COLMANbHbIX CETAX
€CTb BO3MOXXHOCTb 6/TOKMPOBKM OTMNpPaBKK COObLEHNI C onpeaeneHHbIX aapecos;

8. Ecnu Tbl cBmnaetenb knbepbynnuHra. TBOW AEUCTBUSA: BbICTYNUTb NPOTUB MpecienoBaTens,
nokasaTb €My, 4YTO ero AEeNCTBUS OLEHMBAKOTCS HEraTMBHO, MOAAEPXaTb XXEPTBY, KOTOPOWM
HY>XHa ncuxosiornyeckass Nomollb, COOBWNTbL B3pOC/IbIM O (daKTe arpecCMBHOro NnoBeaeHUs B
ceTwn.

MobunbHbIN TenecgoH

CoBpeMeHHble cMapTdOHbl M MaHWeTbl cogepxaT B cebe BNoAHe B3poC/bin DYHKUMOHAM, U
Tenepb OHM MOFyT KOHKYpUpOBaTb CO CTauMOHapHbIMW KOMMbioTepamMn. OpHAKO, CpeacTs
3aWmTbl ANns NoAobHbIX YCTPOMCTB MOKa O4YeHb Maso. TeCTMpoBaHWE U MOUCK YSA3BUMOCTEN B
HUX MNPOUCXOAUT He TaK WHTEHCMBHO, kKak anga MK, To Xe camoe Kkacaetcd U MOBWUNbHbIX
NPUNOXKEHUNA.

CoBpeMeHHble MObUbHbIE Bpay3epbl y)Ke NpaKTUYeCcKM AO0rHanu HacTONbHblE aHanorn, ogHaKko
pacwmpeHne dyHKUMOHana Bneyet 3a coboi 60NbLIYI0 C/TIOXHOCTb M MEHbLUYH 3alMULLEHHOCTb.
[Janeko He BCe nMpPoOU3BOAUTENN BbIMyCKAOT OOHOBNEHUSA, 3aKpbiBalOWME KpUTUYECKUEe
YA3BUMOCTU A8 CBOUX YCTPOMCTB.

OcHOBHbIle coBeTbl Ansa 6e30nacHoCT MObunbHOro TenedoHa:

Huyero He gBnsetrcsa no-HactosweMmy 6ecnnaTHbiM. Byab OCTOpOXeH, Beab korga Tebe
npeanaratoT 6ecnnaTHbl KOHTEHT, B HEM MOTMyT 6bITb CKPbITbl Kakue-To njaTHble YyCnyru;
Ayman, npexae 4eM oTnpaBuTb SMS, doTo unm Buaeo. Tbl TOYHO 3HaElWb, rae OoHM 6yayT B
KOHEYHOM utore?

HeobxoaMmMo 06HOBMASATL ONEpPaLMOHHYO CUCTEMY TBOEro cMapTdhoHa;

Ncnonb3yn aHTMBUPYCHbIE NporpamMmbl AN MO6UbHbIX TenedoHOB;

He 3arpyxan npuioXeHuUs OT HEeU3BeCTHOro0 WCTOYHMKA, BeAb OHW MOryT CcoAepXaTb
BpeAOHOCHOEe nNporpaMMHoe obecnedeHune;

Mocne Toro Kak Tbl BblMAeWwb C CaTa, rae BBOAWMA NIMYHYKO MH(OPMaUMIO, 3alan B HACTPOMKMU
6pay3epa n yaanu cookies;

MNMepunoanyeckmn NpoBepsin, Kakme nnaTHble YCyrn akTMBMpoBaHbl Ha TBOEM HOMepE;



[aBali cBoii HoMep Mo6unbHOro TenedoHa TONbKO JOASAM, KOTOPbIX Tbl 3HaelWb WM KOMY
AoBepsiellb;

Bluetooth pomkeH 6bITb BbIK/OYEH, KOrda Tbl MM He MoJfib3yewbcs. He 3abbiBa WHoraa
NpoBEPSATb 3TO.

Online urpbl

CoBpeMeHHble OHNaMH-Urpbl - 3TO KpacouyHble, 3aXBaTbiBalOWme pasBnedyeHuns, obbegmHsaowmne
COTHM TbICAY YeNoBEK MO BCEMY MUPY. UIrpOKW MUCCIeayrT AaHHbIK UM MUp, obatoTca apyr C
APYroM, BbIMOAHAKT 3a4aHUsA, Cpa)kalTCs C MOHCTpPaMM WM NOAy4varoT OnbIT. 338 YAOBONbLCTBME
OHW NNATAT: NOKYNalT AMUCK, OonfaymBaloT aboHeEMeHT unm NpuobpeTaroT Kakme-To onumu.

Bce aTn cpeactBa uayT Ha noadepXXaHWe U pasBUTUE UMPbl, @ TakXe Ha caMy 6e30MacHOCTb:
COBEpPLUEHCTBYIOTCSH CUCTEMbI aBTOpU3auMK, BbINYCKAOTCHA HOBble NaTyu (UudposBble 3ansaTku
AN9 NporpamMM), 3aKpblBAKOTCH YS3BMMOCTU CEPBEPOB.

B noaobHbIX Mrpax CTOMT onacaTbCs HE CTO/IbKO CBOWMX COMEPHMKOB, CKOJIbKO KpaXn TBOEro
naposid, Ha KOTOPOM OCHOBaHa cMcTeMa aBTopusaunm 60NbLIMHCTBA Urp.

OcHOBHble coBeTbl N0 6€30NacHOCTN TBOEro UFPOBOr0 aKKayHTa:

1. Ecnn gpyron urpok seget cebst nnoxo mnm cospaet Tebe HenpusTHOCTU, 3abAoKMpyin ero B
CNUCKe UrPOKOB;

2. Moxanyncs agMMHUCTpATOpaM Wrpbl Ha MNJOX0e MOBeAeHMe 3TOro0 Urpoka, >XenaTtenbHo
NPUNOXNTb KaKne-TO AOoKa3aTeNbCTBa B BUAE CKPUHOB;

3. He ykasbiBa nn4uHyto MHdopMaumio B npodaiine urpsol;

4. YBaxan ApYyrmx y4acTHMKOB NO Urpe;

5. He yctaHaBnmBan HeoduumanbHble NaTum U Moabl;

6. lcnonb3yi CNoXHble U pa3Hble Naponu;

7. Oaxe BO BpeMs Urpbl He CTOUT OTK/OYaTb aHTUBMPYC. MoKa Tbl Urpaelwb, TBOW KOMMNbIOTEP
MOryT 3apa3uThb.

PULIKHT unn KpaXa NMUYHbIX AaHHbIX

O6bIYHOM Kpaxkel AeHer M AOKYMEHTOB CEerofHs yXe HWUKOro He yAMBULLb, HO C pa3BUTUEM
WHTEPHET-TEXHONOMMI  3/10YMbIWIEHHUKN MepeMecTUIMCb B  WHTEPHET, W NpPOAO/IKAKOT
3aHMMaTbCca "NbumMbIM" genomM.

Tak nosiBMAaCb HOBAas yrpo3a: WHTEPHET-MOLWEHHNYECTBA UK (PULLWHI, FNaBHas Lesb KOTOPOro
COCTOUT B MNOSyYEHUUN KOHPUAEHUMANbHbIX AaHHbIX MOMb30BaTenen - NorMHOB W naposen. Ha
aHrnumckoM asbike phishing untaetcs kak duwunHr (ot fishing - pblbHas noensa, password -
naposnb).

OcHoBHble coBeTbl No 6opbbe ¢ PULLMHIOM:

1. Cnean 3a cBOMM akKkayHTOM. Ecnu Tbl noao3peBaellb, YTO TBOS aHKeTa 6bina B3noMaHa, To
HeobxoauMo 3abnokuMpoBaTb €e U CoObWNTb aAMUHUCTPATOpaM pecypca 06 3TOM KakK MOXHO
CKopee;

2. Wcnonb3yin 6e3onacHble Beb6-caliTbl, B TOM 4uUCNE, MHTEpPHET-MarasnMHOB W MOWUCKOBbIX
cucTemM;

3. WUcnonb3yn cnoxHble M pasHble naponu. Takum obpasoMm, ecnm Tebs B3noMarT, TO
3M10YMbILWIEHHMKW NOMyYaT A4OCTYN TONIbKO K OAHOMY TBOEMY NPOMU/Io B CETU, @ HE KO BCEM;



4. Ecnn T1ebsa B3nMoManuM, TO Heob6xoAMMO NpeayrnpeamTb BCEX CBOMX 3HAKOMbIX, KOTOpble
nobaeneHbl y Tebs B Apy3bsix, O TOM, 4YTO Tebs B3/IOMann U, BO3MOXHO, OT TBOEro MMeHn byaer
paccbiaTbCA CMaM U CCbIIKM Ha (PULLMHIOBbIE CaliThl;

5. YctaHoBu HagexHbin naponb (PIN) Ha MO6UnbHbIA TenedoH;

6. OTK/OYKM coxpaHeHne napons B 6bpaysepe;

7. He oTkpbiBan dainbl U apyrve BMOXEHUS B MUCbMax, AaXe eCNu OHW MpUWInM OT TBOMUX
apy3en. Jlydlie yTOYHN Y HUX, OTNpaBasain nn oHu Tebe 3t dannol.

LUundpoBas penytauus

LindbpoBas penytaums - 3TO HeratuBHas WM MO3UTUBHasA uHdopMaumsa B cetn o Tebe.
KomnpomeTupyowasa mHbopMauus, pasMeleHHas B MHTEPHETe, MOXET Ccepbe3HbiM obpa3om
OTpa3nTbCs Ha TBOEW peanbHOM XU3HU. "UndpoBasa penytaumsa" - 3TO TBOM MMUAXK, KOTOPbIA
dopmumpyeTca U3 nHgpopmaumm o Tebe B MHTEpHeTe.

TBOE MecCTo XuTenbcCtBa, y4debbl, TBoe (MHAHCOBOE MNOMOXEHMe, OCOBEeHHOCTM XapaKkTepa WU
pacckasbl 0 6/1IM3KNX - BCE 3TO HaKan/MBaeTcs B CETU.

MHOrme noapoOCTKM JNIErKOMbIC/IEHHO OTHOCATCS K nybnaukauumm NMYHOM MHpopMaumm B
NHTepHeTe, He NOHUMas BO3MOXHbIX NOCNEACTBUIN. Tbl AaXe HEe CMOXellb A0ragaTbCs O TOM,
yto doTorpadusa, pasMelleHHas 5 net Hasaa, crana NpPUYMHOM OTKasa NpUHSATbL Tebs Ha
paboTy.

KoMMeHTapumn, pa3sMelleHne TBoux doTtorpaduii U gpyrme encTBust MOryT HE MCYE3HYTb AaXe
nocne Toro, Kak Tbl UX yAanuwb. Tbl HE 3HaelWb, KTO COXpPaHW 3Ty MHGOpMauuto, nonana am
OHa B MNOMCKOBble CUCTEMbl WM COXpaHuMNacb NM OHA, a rflaBHOe: 4YTO noaymatT o Tebe
OKpy>atoume naM, KoTopble HanayT v yBuaAT 3To. Haitm uHdoOpMauuo MHOro nert cnycrs
cMoxeT nbon - kak ns aobpbix NObyXAeHWn, Tak U C HaMepeHWEM MNPUYUHUTL Bpen. ITO
MOXeT 6bITb KTO YrogHO.

OCHOBHbIe COBETbI MO 3alnTe UMMPOBON penyTauumn:

1. Moagyman, npexae 4yem 4to-TO NybnnkoBaTb U nepegasaTb y cebsa B 6510re MAn B coumanbHOm
cetun;

2. B HacTtponkax npodwuns yCTaHOBM OrpaHM4YeHMss Ha MPOCMOTP TBOero npoduna n ero
coaepXXmMmoro, caenamn ero Tonbko "anga apysen”;

3. He pa3Mewan mn He ykasbiBalh MHMOpPMaLMIO, KOTOpas MOXET Koro-nmbo ockopbnsaTb mnu
obmxaTb.

ABTOpCKOE npaBo

CoBpeMeHHble LWKOMbHUKM - aKTMBHbIE MONb30BaTeNM UMGPOBOro npocTpaHcTea. OaHako
[ANeKo He BCe 3HatT, YTO MOJIb30BaHWE MHOMMMU BO3MOXHOCTAMU LMGPOBOro mupa Tpebyer
cobntoaeHns NpaB Ha MHTENNeKTyanbHY COBCTBEHHOCTb.

TepMUH  "wHTennekTtyasnbHas  COBCTBEHHOCTb" OTHOCUTCA K  pasfiMyHbIM  TBOPEHUSM
YyesIoBEYECKOro yMa, HaumHas € HOBbIX n3obpeTteHnii U 3HakoB, 0603HavYalLWNX COBCTBEHHOCTb
Ha nMpoAyKTbl M YyCNyru, W 3akaHuymBas KHuramm, doTtorpadusamm, KuHODUIABMaMU WU
MY3blKasIbHbIMWU NPOU3BEAEHUSMMN.

ABTOpCKME npaBa - 3TO NpaBa Ha MHTENNIeKTyabHYIO CO6CTBEHHOCTb Ha NPOU3BEAEHUS HAYKM,
nuTepaTtypbl U UCKyccTBa. ABTOpPCKME MpaBa BbICTYNalT B KayecTBe rapaHTUM TOro, 4To
WHTEeNNEeKTyasllbHbIN/TBOPYECKUI TPyA aBTopa He OyAeT HanpacHbIM, AAacT eMy CrnpaBeavBble



BO3MOXHOCTK 3apaboTaTb Ha pe3y/sibTaTax CBOEro Tpyaa, NoslyuYuTb U3BECTHOCTb U MPU3HAHUE.
Hukto 6e3 pa3peweHMs aBTopa He MOXET BOCMpoOM3BOAUTbL €ro npou3BedeHue,
pacrnpocTpaHsaTb, Ny6IMYHO AEMOHCTPUPOBAThL, NpoAaBaTb, MMMOPTMPOBATbL, MyCKaTb B MpOKaT,
Ny6ANYHO MCNONHATL, NOKa3biBaTb/UCNOMHATL B 3dMpe nnum pasmelwlatb B MHTepHeTe.
Mcnonb3oBaHue "nupaTtckoro" nporpaMMHOro obecrnedyeHms MoXeT NpUBECTU K MHOTMM pUCKaM:
OT MNOTEPM AaHHbIX K TBOMM akkKayHTaM A0 6/10KMPOBKM TBOEro YCTPOWCTBA, rAe YCTaHOBJIEHA
HeneranbHass nporpamma. He cTouT Takxe 3abbiBaTb, 4YTO CYLWECTBYKT JferasbHble U
6ecnnaTHble NMporpaMMmbl, KOTOPbIE MOXHO HAaWTU B CETWU.

O noprane

CeTeBNYOK.pd - TBOW MNaBHbIA COBETUYMK B CETU. 34€Cb Tbl MOXELWb Y3HaTb 0 6€30MacHOCTU B
CeTM MOHATHbIM W AOCTYMNHbIM $3bIKOM, @ nMpuM BO3HUKHOBEHUW KPUTUYECKOW CUTyauum
0bpaTnTbCA 3a COBETOM. A TakKXe MPUHSATb ydacTue B KOHKypcax M CTaTb CaMbiM LUEOPOBbLIM
rpa>xgaHnHom!



